Securing Finite Field Arithmetic in Embedded
Systems

Emmanuel PROUFF

Safran Identity and Security

March 16, 2017 S SAFRAN

Morpho



Security Models| Constructions| Conclusions And Perspectives|

[Devices leak information... ]

Probability distribution function (pdf) of Electromagnetic
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Z =8(X+Fk)with X =0and k = 1.
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[Devices leak information... ‘

Probability distribution function (pdf) of Electromagnetic

Emanations

Z =8(X +Fk)with X =0 and k = 2.
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[Devices leak information... ‘

Probability distribution function (pdf) of Electromagnetic

Emanations

Z =8(X + k) with X =0 and k = 3.
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[Devices leak information... ‘

Probability distribution function (pdf) of Electromagnetic

Emanations

Z =8(X +Fk)with X =0 and k = 4.
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[Devices leak information... ‘

Probability distribution function (pdf) of Electromagnetic

Emanations

Z=8(X+k)with X =0and k € {1,2,3,4}.
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Problematics

Side Channel Attacks (SCA)

m Against each cryptosystem and each implementation, find the
most efficient SCA.
» Efficiency of an SCA?
» Which attack parameters to improve?
» SCA common trends?
» Attacks versus Characterization!

Countermeasures

m For each cryptosystem, find efficient/effective countermeasures.

» Formally define the fact that a countermeasure thwarts an SCA?
» Which countermeasure for which SCA?

» What makes a cryptosystem more vulnerable to SCA than another?
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Introduction

m Main Remark: SCA efficiency depends on the amount of noise in
the observation.
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Introduction

m Main Remark: SCA efficiency depends on the amount of noise in
the observation.

L=o(Z)+ N

Noise
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Introduction

m Main Remark: SCA efficiency depends on the amount of noise in
the observation.

L=o(Z)+ N

Noise

m Core Idea: define mechanisms to increase the noise.
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Introduction

m Main Remark: SCA efficiency depends on the amount of noise in
the observation.

L=o(Z)+ N

Noise

m Core Idea: define mechanisms to decrease the SNR.
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Introduction

m Main Remark: SCA efficiency depends on the amount of noise in

the observation.
L=p(Z)+ N

Noise

m Core Idea: define mechanisms to decrease the SNR.
» increase the noise variance.
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Introduction

m Main Remark: SCA efficiency depends on the amount of noise in
the observation.
L=yp(Z
(2)+ N

Noise

m Core Idea: define mechanisms to decrease the SNR.
» increase the noise variance.
» force the adversary to himself decrease the SNR.
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m Main Remark: SCA efficiency depends on the amount of noise in
the observation.

L=op(Z
e(Z)+ N
Noise
m Core Idea: define mechanisms to decrease the SNR.
» increase the noise variance.

» force the adversary to himself decrease the SNR.

m Secret Sharing: randomly split Z into d shares Z1, ..., Zg:
Zl Z2 ce Zd
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Introduction

m Main Remark: SCA efficiency depends on the amount of noise in
the observation.

L=op(Z
e(Z)+ N
Noise
m Core Idea: define mechanisms to decrease the SNR.
» increase the noise variance.
» force the adversary to himself decrease the SNR.

m Secret Sharing: randomly split Z into d shares Z1, ..., Zg:
Li=¢(Z1)+M  La=¢(Zs)+ N2 -+ La=¢(Z4) +Na

» all the L; are needed to get information on Z!

» hence the adversary must combine all the L;

» lead to multiply the N; altogether and to merge information and
noise in a complex way.
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Adversary Game

Adversary Game

In the implementation, find d or less intermediate variables that
jointly depend on a secret variable Z.

Developer Game

Translate (Compile?) an implementation into a new one defeating the
adversary.

Implementation = sequence of elementary operations which read
a memory location and write its result in another memory
location.
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m First Issue: how to share sensitive data?

m Second Issue: how to securely process on
shared data?
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m First Issue: how to share sensitive data?
m Related to:

» secret sharing
» design of error correcting codes with large
dual distance

> etc.

m Second Issue: how to securely process on
shared data?

m Related to:
» secure multi-party computation

» circuit processing in presence of leakage

» efficient polynomial evaluation

> etc. S SAFRAN
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Linear Sharing

m Linear Secret Sharing with parameters n and d:
» n elements Z; such that
Z=Y 7
i

» no sub-family of d — 1 Z; depends on Z.
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Linear Sharing | + And x| Poly. Eval.|

m Linear Secret Sharing with parameters n and d:
» 1 elements Z; such that

» no sub-family of d — 1 Z; depends on Z.

m Massey (1993):
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Linear Sharing | + And x| Poly. Eval.|

m Linear Secret Sharing with parameters n and d:
» 1 elements Z; such that

» no sub-family of d — 1 Z; depends on Z.

m Massey (1993):

m Yes, interesting, but ... who cares?

S SAFRAN
6/21 Emmanuel PROUFF - MORPHO / Journées du GDR-IM 2017 Morpho



Introduction| Security Models| Conclusions And Perspectives|

Linear Sharing | + And x| Poly. Eval.|

m Linear Secret Sharing with parameters n and d:
» 1 elements Z; such that

» no sub-family of d — 1 Z; depends on Z.

m Massey (1993):

m Yes, interesting, but ... who cares?
» gives a general framework to describe and analyse all linear
sharing schemes
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Linear Sharing | + And x| Poly. Eval.|

Introduction| Security Models]|

m Linear Secret Sharing with parameters n and d:
» 1 elements Z; such that

» no sub-family of d — 1 Z; depends on Z.

m Massey (1993):

m Yes, interesting, but ... who cares?
» gives a general framework to describe and analyse all linear

sharing schemes
» links our problems with those of a rich community
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Linear Sharing

m Linear Sharing = Encoding

(Z Ri ... Ry_1) x
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Linear Sharing

m Linear Sharing = Encoding
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Linear Sharing

m Linear Sharing = Encoding

a1k
a1 k+1
A1n
(Z Zl Zn) X 1 0 0
0 -1 0
0 0 0
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Linear Sharing

m Linear Sharing = Encoding

Z 21 ... Z,) x (ﬁl i, ... Efk)
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m Linear Sharing = Encoding

(Zz z, ... Z,) x (ﬁl Hy ... ﬁk)
0

m implies for every i € [1..k]:

where H; = (Hip, , Hip)T

)
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Linear Sharing

m Linear Sharing = Encoding

(Z z ... Z) x (8 H .. H)
m implies for every i € [1..k]:
n
Z=Hg > Z;x Hy
j=1

where H; = (Hp,++ , Hin)T
= masking/sharing order < min, . Jay)EFk AW, aifly) 1
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Linear Sharing

m Linear Sharing = Encoding

(Z z ... Z) x (8 H .. H)
m implies for every i € [1..k]:
n
Z=Hg > Z;x Hy
j=1

where H; = (Hp,++ , Hin)T
= masking/sharing order < min, . Jay)EFk AW, aifly) 1

m Actually masking order= min(ah”_ i) €F% HW( S, aiﬁi) -1
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Linear Sharing

m Boolean Sharing: encoding with the matrix
10 0 01

01 0 01

G=1. . . . .

00 0 11

implies k =n — 1.
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Linear Sharing

m Boolean Sharing: encoding with the matrix

10 0 01
01 0 01
G=1. . . . .
00 0 11
implies k =n — 1.
m Shamir’s secret Sharing:
» generate a random degree-d polynomial P(X) such that P(0) = Z

» build the Z; such that Z; = P(«;) for n > 2d different public
values «;.
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Linear Sharing

m Boolean Sharing: encoding with the matrix

10 0 01
01 0 01
G=1|{. . . . .
00 0 11

implies k =n — 1.
m Shamir’s secret Sharing:
» generate a random degree-d polynomial P(X) such that P(0) = Z
» build the Z; such that Z; = P(«;) for n > 2d different public

values «;.

m ... amounts to define a Reed-Solomon code with parameters

[n+1ad+17]
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Linear Sharing

m Boolean Sharing: encoding with the matrix

10 0 01
01 0 01
G=1|{. . . . .
00 0 11

implies k =n — 1.
m Shamir’s secret Sharing:
» generate a random degree-d polynomial P(X) such that P(0) = Z
» build the Z; such that Z; = P(«;) for n > 2d different public
values «;.
m ... amounts to define a Reed-Solomon code with parameters
n+1,d+1,] .
m Main issue: minimize n for a given d.
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m Securing elementary Operations:
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m Securing elementary Operations:

® Original idea by : limited to GF(2)
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m Securing elementary Operations:

® Original idea by : limited to GF(2)
m Extended to any field in and
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m Securing elementary Operations:
m Original idea by : limited to GF(2)
m Extended to any field in and

m Based on Boolean Sharing: 7 = Zy & Z1 P ... Zy
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m Securing elementary Operations:
m Original idea by : limited to GF(2)
m Extended to any field in and
m Based on Boolean Sharing: 7 =Zy® 21 ® ... Z4
m Securing linear functions L:
Zo A - Zy
3 A \J \J
LZ) LZ) - L(Z)
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m Securing elementary Operations:

m Original idea by : limited to GF(2)

m Extended to any field in and

m Based on Boolean Sharing: 7 =Zy® 21 ® ... Z4

m Securing linear functions L:
Zo A . Zy
3 3 3 \J

L(Z)= L(Zy) @© L(Z1) @& -+ @& L(Z)
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m Securing elementary Operations:

m Original idea by : limited to GF(2)

m Extended to any field in and

m Based on Boolean Sharing: 7 =Zy® 21 ® ... Z4

m Securing linear functions L:
Zo A . Zy
3 3 3 \J

L(Z)= L(Zy) @© L(Z1) @& -+ @& L(Z)

m Much more difficult for non-linear functions (i.e. multiplication)
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m Securing Multiplication

» Input: (ai)i, (bz)l s.t. @z a; = a, @i b; =05
» Output: (¢;); s.t. @, ci =ab
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m Securing Multiplication

» Input: (ai)i, (bl)z s.t. @z a; = a, @i b; =05
» Output: (¢;); s.t. @, ci =ab

@ici = (EDZ,CM) (@sz) = @i,jaibj
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m Securing Multiplication

» Input: (ai)i, (bl)z s.t. @z a; = a, @i b; =05
» Output: (¢;); s.t. @, ci =ab

@ici = (EDZ,CM) (@sz) = @i,jaibj

m [llustration of ISW scheme for d = 2:
apby aobr apb2
a1b0 a1b1 a162
asby azby  asbs
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m Securing Multiplication

» Input: (ai)i, (bl)z s.t. @z a; = a, @i b; =05
» Output: (¢;); s.t. @, ci =ab

@ici = (@iai) (@ibi) = @i,jaibj

m [llustration of ISW scheme for d = 2:

apby apb1 agbs 70,0 To,1 T0:2
arbg aiby arby | ® | Mo 11 712
agby azby  asby ro.0 T21 122

where the 7; ; are a sharing of 0.

& SAFRAN
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m Securing Multiplication

» Input: (ai)i, (bl)z s.t. @z a; = a, @i b; =05
» Output: (¢;); s.t. @, ci =ab

@ici = (@iai) (@Zbl) = @i,jaibj

m [llustration of ISW scheme for d = 2:

apby ® 70,0 apb1 © 70,1 apbs ® 70,2
artbp®r1p a1b1 @111 arba Do
asbg © 20 asby 1oy asby Drop
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m Securing Multiplication

» Input: (ai)i, (bl)z s.t. @z a; = a, @i b; =05
» Output: (¢;); s.t. @, ci =ab

@ici = (EDZ,CM) (@sz) = @i,jaibj

m [llustration of ISW scheme for d = 2:

apb1 @ ro1  apbs B ro2

arby @ri1 arby ©rio

asb1 @ 72,1 asby @ 72,2
C1
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m Securing Multiplication

» Input: (ai)i, (bl)z s.t. @z a; = a, @i b; =05
» Output: (¢;); s.t. @, ci =ab

@ici = (EDZ,CM) (@sz) = @i,jaibj

m [llustration of ISW scheme for d = 2:

aobo ® 100 apby ® 1o 2

aibo ©r1p arby 112

asby @ 120 agby B 192
C1 C9
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m Securing Multiplication

» Input: (ai)i, (bl)z s.t. @z a; = a, @i b; =05
» Output: (¢;); s.t. @, ci =ab

@ici = (EDZ,CM) (@sz) = @i,jaibj

m [llustration of ISW scheme for d = 2:

apbo o0 apb B 1o
aibo ®rio aiby ®riy
asbg @ rag asby B raq
c1 2 c3
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m Securing Multiplication

» Input: (ai)i, (bl)z s.t. @z a; = a, @z b; =05
» Output: (¢;); s.t. @, ci =ab

@ici = (@iai) (@ibi) = @i,jaibj

m [llustration of ISW scheme for d = 2:

apbo © 1o apbt o1 apby Do
artbp®r1p a1b1 @111 arba Do
asbg © 20 asby 1oy asby Drop

C1 C2 C3
= Actually, we can do it with (d + 1)?/2 random values instead of
(d+1)? , and even in d + d?/4

m Problematic: Random Complexity of a d-secure multiplication?
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Linear Sharing| + And X | |Poly. Eval.

Securing any Polynomial evaluation

= Write the s-box S: {0,1}" — {0,1}™ as a polynomial function
over GF(2"):

S SAFRAN
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Poly. Eval.

Securing any Polynomial evaluation

m Write the s-box S: {0,1}" — {0,1}™ as a polynomial function
over GF(2"):

S(m) =ag + a1T + a2x2 Al o oo ol a2n_1$2"—1

m Four kinds of operations over GF(2"):

1.

=N

11/21

additions

scalar multiplications (i.e. by constants)
squares

regular multiplications
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Poly. Eval.

Securing any Polynomial evaluation

m Write the s-box S: {0,1}" — {0,1}™ as a polynomial function
over GF(2"):

S(m) =ag + a1T + a2x2 Al o oo ol a2n_1$2"—1

m Four kinds of operations over GF(2"):
1. additions
2. scalar multiplications (i.e. by constants)
3. squares
4. regular multiplications
m Schemes with complexity O(d) for the 3 first kinds
> (z+y) — (o +yo), (x1 + 1), (Td + Ya)
> 22 —>x3,xf,---+xi
> 4T —a-To,a Ty, 0T

~y SAFRAN
= Morpho
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Poly. Eval.

Securing any Polynomial evaluation

m Write the s-box S: {0,1}" — {0,1}™ as a polynomial function
over GF(2"):

S(z) = ap + a1z + azx® + - - - + agn_122" !

m Four kinds of operations over GF(2"):
1. additions
2. scalar multiplications (i.e. by constants)
3. squares
4. regular multiplications = nonlinear multiplications

m Schemes with complexity O(d) for the 3 first kinds
> (@ +y) — (o +yo), (T1 +91), -+, (T + ya)
> 22 — xd, 2y, -+ 2
> a-T —a-To,a-Ti,cc ,0- Ty

m Schemes with complexity O(d?) for the non-linear multiplication
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Poly. Eval.

Definition ( CarletGoubinProuffQuisquater Rivain2012)

The masking complexity of S is the minimal number of non-linear
multiplications needed for its evaluation.
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Poly. Eval.

Definition ( JarletGoubinProuffQuisquater Rivain2012)

The masking complexity of S is the minimal number of non-linear
multiplications needed for its evaluation.

Problematic 1: compute the masking complexity of any S (at least
bounds).
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Poly. Eval.

Definition ( JarletGoubinProuffQuisquater Rivain2012)

The masking complexity of S is the minimal number of non-linear
multiplications needed for its evaluation.

Problematic 1: compute the masking complexity of any S (at least

bounds).

Problematic 2: find evaluations methods efficient for the masking
complexity criterion.
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Poly. Eval.

Definition ( JarletGoubinProuffQuisquater Rivain2012)

The masking complexity of S is the minimal number of non-linear
multiplications needed for its evaluation.

Problematic 1: compute the masking complexity of any S (at least
bounds).

Problematic 2: find evaluations methods efficient for the masking
complexity criterion.

For monomials: amounts to look for short 2-addition-chain
exponentiations.
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Poly. Eval.

Definition ( CarletGoubinProuffQuisquater Rivain2012)

The masking complexity of S is the minimal number of non-linear
multiplications needed for its evaluation.

Problematic 1: compute the masking complexity of any S (at least
bounds).

Problematic 2: find evaluations methods efficient for the masking
complexity criterion.

For monomials: amounts to look for short 2-addition-chain
exponentiations.
For polynomials: amounts to find efficient decompositions;
m Knuth-Eve algorithm
m or the Cyclotomic Method
m or Coron-Roy-Vivek’s method
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s Cyclotomic class of o : Oy = {a -2/ mod (2" —1); j < n}
mfelC, e Cg=0C4

» 2 deduced from 2” with 0 nonlinear multiplication
» 2@ and z? have the same masking complexity
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Poly. Eval.

Cyclotomic Method

m Cyclotomic class of a : Cy = {a - 27 mod (2" —1); j <n}
mfelC, e Cg=0C4

» 2 deduced from 2” with 0 nonlinear multiplication
» 2% and 2? have the same masking complexity

S(z) = ao+az+ asx? + a3x3 + agzt + a5x5 + a6x6 + a7x7

1 11 12
+ agz® 4 agr? + a102'® 4+ apxtt + a4
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Cyclotomic Method

s Cyclotomic class of o : Oy = {a -2/ mod (2" —1); j < n}
mfelC, e Cg=0C4

» 2 deduced from 2” with 0 nonlinear multiplication
» 2@ and z? have the same masking complexity

S(z) = ap+air+ + azz® + + asz® + aga® + arz”

1 11 12
+ —|—a9x9+a10:v0+a11m +apr T4+ ...
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Cyclotomic Method

s Cyclotomic class of o : Oy = {a -2/ mod (2" —1); j < n}
mfelC, e Cg=0C4

» 2 deduced from 2” with 0 nonlinear multiplication
» 2@ and z? have the same masking complexity

S(z) = a0+ + +agz’ + + a5z® + agr’ + azz’

1 11 12
+ + agl'g + ai1ox 0 +anxr Fapr 4.,
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Cyclotomic Method

s Cyclotomic class of o : Oy = {a -2/ mod (2" —1); j < n}
mfelC, e Cg=0C4

» 2 deduced from 2” with 0 nonlinear multiplication
» 2@ and z? have the same masking complexity

S(z) = ap+ + + (1,3:1;3 + + a5m5 + a,ﬁ:rG + a7fc7

1 11 12
+ +agm9+ a10x0+a11:v +apxr+...
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Cyclotomic Method

s Cyclotomic class of o : Oy = {a -2/ mod (2" —1); j < n}
mfelC, e Cg=0C4

» 2 deduced from 2” with 0 nonlinear multiplication
» 2@ and z? have the same masking complexity

S(x) = agtair+asr’ fagrt fage”
+azz® + agr® + appz'? + agur + ...
+a5z” + a102'? + ag0r® + ager®® + ...
+ ...
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Cyclotomic Method

s Cyclotomic class of o : Oy = {a -2/ mod (2" —1); j < n}
mfelC, e Cg=0C4

» 2 deduced from 2” with 0 nonlinear multiplication
» 2@ and z? have the same masking complexity

S(z) = apta1r + ar® + asxt +aga®+ ...
+azaz® + ag(z®)? + a12(2®)! + aza(2®)® + ..
tasz® 4+ a10(z”)? + ago(x®)* + ago(2®)® +
+...
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Poly. Eval.
Cyclotomic Method

m Cyclotomic class of a 1 Cy = {a -2/ mod (2" — 1); j < n}
B cCy & Cg=Cy:

» 2 deduced from 2” with 0 nonlinear multiplication

» 2@ and z? have the same masking complexity

S(@) = ag+Li(r)+Ls(2") + Ls(a®) +...

where
> LX) =1 X +acX?+aaX*+as X8+ ...

> LJ(X) = a3X+a6X2 +(l12X4+a24X8 ...
> L5(X) = a5X—|—a10X2 +a20X4 +a40X8+

> ...
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Cyclotomic Method

To sum up:
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Cyclotomic Method

To sum up:

1. Compute one power per cyclotomic class z, 23, z°, 27, ...

2. Evaluate the corresponding linearized polynomials L;(x?)
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Poly. Eval.

Cyclotomic Method

To sum up:
1. Compute one power per cyclotomic class z, 23, z°, 27, ...
2. Evaluate the corresponding linearized polynomials L;(z")

3. Then compute the sum

S(:L’) =ag + Ll(l‘) + Lg(l‘g) + L5(l‘5) + L7(l’7) + ...
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Poly. Eval.

Cyclotomic Method

To sum up:
1. Compute one power per cyclotomic class z, 23, z°, 27, ...
2. Evaluate the corresponding linearized polynomials L;(x?)
3. Then compute the sum

S(:L‘) =ag + Ll(l‘) + L3(1}3) + L5(1‘5) + L7(:L‘7) + ...

CarletGoubinProuffQuisquaterRivain2012

Number of nonlinear multiplications

#{cyclotomic classes involved in S}\(Cy U Ch)
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Knuth-Eve’s Method for SBox Evaluation

S(z) = ag+ a1z + agz? + azx® + agzt + asx® + agx® + aga”

+ agl's + agl‘g + aloxlo + anxll + a12x12 + ...
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Knuth-Eve’s Method for SBox Evaluation

. ‘ ,
S(z) = ay+ a1z +axx” + asx® + asxt + asa® + agr® + azx”

8 9 10 11 12
+ agx” + agx” + apr +anxT Fappr T+,
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Knuth-Eve’s Method for SBox Evaluation

2 | ' 8
S(z) = ag+ a2’ + ayx? + aga® + agz® + ...

aixr + CL3{L'3 + CL5{L'5 + CL7{L'7 + CL9{L'9 +...
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Poly. Eval.

Knuth-Eve’s Method for SBox Evaluation

2 ) 8
S(z) = ap+ agz”+ asxt + aga® + aga® + ...

(a1 + asx® + asx* + a72% + aga® + .. )z

m Nonlinear mult. : 1
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Knuth-Eve’s Method for SBox Evaluation

S(z) = ao+ax®+ agz* + aga® + aga® + ...
(a1 + azz® + aszt + a7x® + aga® + .. )z

m Nonlinear mult. : 1
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Knuth-Eve’s Method for SBox Evaluation

S(z) = ap+axX +asX*+ agX® +ag X+ ...
(a1 + a3X + a5 X% + a7 X3 + agX*+..) -z

where X = 22

m Nonlinear mult. : 1
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Knuth-Eve’s Method for SBox Evaluation

S(z) = ap+aX + A X2 4+ agX>?+as X'+ ...
(a1 4+ a3X + a5 X° + a7 X’ +ao X' +..) -z

where X = 22

m Nonlinear mult. : 1
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Knuth-Eve’s Method for SBox Evaluation

S(ZC) = ap+ (14)&72 + (,L?;/‘(1 + .. Fac X + CL(;X3 + ...
(a1 + as X% + ag X' + .. 4azx® + a7 X3 + ...

where X = 22

m Nonlinear mult. : 1

15/21 Emmanuel PROUFF - MORPHO / Journées du GDR-IM 2017

g
& SAFRAN

Morpho



Introduction| Security Models| Conclusions And Perspectives|
Poly. Eval.

Knuth-Eve’s Method for SBox Evaluation

S(CC) = ap—+ (l_l/YZ Jr(ngl + .. .—|—(a2 +a6X2 + .. ) X+
(a1 +asX? +ag X'+ . +laz+ar X>+...)- X) -z
2

where X =z

m Nonlinear mult. : 1+2
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Knuth-Eve’s Method for SBox Evaluation

S(z) = ao+a4x4+a8x8+...—|—(a2+a6;p4+m).x2+
(a1 +aszt +agz® + ...+ (az+arzt +..) - 2?) -z

m Nonlinear mult. : 1+2
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Knuth-Eve’s Method for SBox Evaluation

S(x) = ap+asX +agX:+ ...+ (ag+agX +...
(a1 4+ asX +agX?+ ...+ (a3 + a7 X + ...

where X = 24

m Nonlinear mult. : 1+2
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Knuth-Eve’s Method for SBox Evaluation

S(x) = ap+asX +agX:+ ...+ (ag+agX +...
(a1 4+ asX +agX?+ ...+ (a3 + a7 X + ...

where X = 24

m Nonlinear mult. : 142+ --- 4271 =27 — 1
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Knuth-Eve’s Method for SBox Evaluation

(a1 +asX +agX?+ ...+ (a3 +ar X +...)-2%) -z

where X = 24

m Nonlinear mult. : 142+ --- 4271 =27 — 1

m and the evaluation of 2"+! polynomials in X = 2%
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Knuth-Eve’s Method for SBox Evaluation

S(z) = ao+asX +asX?>+ ...+ (ag+agX +...) x> +
(a1 +asX +agX?+ ...+ (az+ar X +..) -2} -z

where X = 24

m Nonlinear mult. : 142+ --- 4271 =27 — 1

m and the evaluation of 2"+! polynomials in X = 2%
» we derive X7 for j < 277"
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Knuth-Eve’s Method for SBox Evaluation

S(z) = ao+asX +asX?>+ ...+ (ag+agX +...) x> +
(a1 +asX +agX?+ ...+ (az+ar X +..) -2} -z

where X = 24

m Nonlinear mult. : 142+ --- 4271 =27 — 1

m and the evaluation of 2"+! polynomials in X = 2%

» we derive X7 for j < 277"

» 27=7=1 _ 1 ponlinear mult.

15/21 Emmanuel PROUFF - MORPHO / Journées du GDR-IM 2017

& SAFRAN

Morpho



Introduction| Security Models| Conclusions And Perspectives|
Poly. Eval.

Knuth-Eve’s Method for SBox Evaluation

(a1 +asX +agX?+ ...+ (a3 +ar X +...)-2%) -z

where X = 24

m Nonlinear mult. : 142+ --- 4271 =27 — 1

m and the evaluation of 2"+! polynomials in X = 2%

» we derive X7 for j < 277"

» 27=7=1 _ 1 ponlinear mult.

= 9"l 4 9" _ 9 ponlinear mult.
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Coron-Roy-Viveks (CRV) Method
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Coron-Roy-Viveks (CRV) Method
= Build s cyclotomic classes C; s.t. {X%a; # 0} C C + C with

c=U,C

> define P as the set of polynomials with monomials in C' only.
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Poly. Eval.

Coron-Roy-Viveks (CRV) Method

= Build s cyclotomic classes C; s.t. {X%a; # 0} C C + C with
C=\,0GC;.
> define P as the set of polynomials with monomials in C' only.
m Fix t polynomials ¢g;(z) € P and find ¢ 4+ 1 polynomials p;(z) € P
s.t.

Zpl X Qz +pt( )
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Poly. Eval.

Coron-Roy-Viveks (CRV) Method

= Build s cyclotomic classes C; s.t. {X%a; # 0} C C + C with
C=\,0GC;.
> define P as the set of polynomials with monomials in C' only.
m Fix t polynomials ¢g;(z) € P and find ¢ 4+ 1 polynomials p;(z) € P
s.t.

Zpl X Qz +pt( )

m Number of non-linear multiplications N = s+t — 2 s.t.
27’l
; .

N >2
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Poly. Eval.

Coron-Roy-Viveks (CRV) Method

= Build s cyclotomic classes C; s.t. {X%a; # 0} C C + C with
C=\,0GC;.
> define P as the set of polynomials with monomials in C' only.
m Fix t polynomials ¢g;(z) € P and find ¢ 4+ 1 polynomials p;(z) € P
s.t.

Zpl X Qz +pt( )

m Number of non-linear multiplications N = s+t — 2 s.t.
27’l
; .

N >2

m Note: there always exists a polynomial whose evaluation requires

at least w/ — 2 non-linear multiplications .
n & SAFRAN
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m CRV’s method amounts to solve the linear system:

Zﬁzlpf(el) x gi(e1) + prri(e) = S(e)
S ipie2) xgile2)  + prii(e) = S(e)
'le?:l pilean) X gi(ean) + prii(eam) = S(egn)

with (around) (¢ + 1) x n X s unknowns and 2" equations.
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Poly. Eval.

m CRV’s method amounts to solve the linear system:

Zﬁzlpf(el) x gi(e1) + prri(e) = S(e)
S ipie2) xgile2)  + prii(e) = S(e)
'le?:l pilean) X gi(ean) + prii(eam) = S(egn)

with (around) (¢ + 1) x n X s unknowns and 2" equations.

m Necessary condition:
(t+1)xnxs>2"

m In practice, the condition was sufficient.
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Asymptotic Complexities

m Cyclotomic Method: O(¥=1d?).
m Knuth-Eve’s Method: O(2%/2d?).

Poly.

Eval.

m Coron-Roy-Vivek’s Method (heuristic): O(y/Z d?)

Practical (worst case) Complexities

n 41516 | 78910
Knuth-Eve | 3 | 5| 11 | 17 | 33 | 52 | 105
Cyclotomic | 4 | 6 | 10 | 14 | 22 | 30 | 46

CRV 2141 5 7 11014 | 19
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algebraic degree of a polynomial: greatest Hamming weight of the
power of its monomials (with non-zero coefficients).
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algebraic degree of a polynomial: greatest Hamming weight of the
power of its monomials (with non-zero coefficients).

Secure Evaluation of a Polynomial h(z) with algebraic degree s

h(z) a polynomial with algebraic degree s

where  are constant binary coefficients.
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algebraic degree of a polynomial: greatest Hamming weight of the
power of its monomials (with non-zero coefficients).

Secure Evaluation of a Polynomial h(z) with algebraic degree s

h(z) a polynomial with algebraic degree s

where  are constant binary coefficients.

Hence: securing at order d reduces to securing at order s.

*ﬂ SAFRAN
19/21 Emmanuel PROUFF - MORPHO / Journées du GDR-IM 2017 Morpho



Introduction| Security Models| Conclusions And Perspectives|
Poly. Eval.

algebraic degree of a polynomial: greatest Hamming weight of the
power of its monomials (with non-zero coefficients).

Secure Evaluation of a Polynomial h(z) with algebraic degree s

h(z) a polynomial with algebraic degree s

where  are constant binary coefficients.

Hence: securing at order d reduces to securing at order s.
Leads to the secure evaluation methods with complexity O(d*).
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Poly. Eval.

algebraic degree of a polynomial: greatest Hamming weight of the
power of its monomials (with non-zero coefficients).

Secure Evaluation of a Polynomial h(z) with algebraic degree s

h(z) a polynomial with algebraic degree s

() -3 > 45

where  are constant binary coefficients.

Hence: securing at order d reduces to securing at order s.

Leads to the secure evaluation methods with complexity O(d*).
Example: securing degree-2 functions is as complex as securing a
multiplication (with ISW scheme).
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Poly. Eval.

algebraic degree of a polynomial: greatest Hamming weight of the
power of its monomials (with non-zero coefficients).

Secure Evaluation of a Polynomial h(z) with algebraic degree s

h(z) a polynomial with algebraic degree s

() -3 > 45

where  are constant binary coefficients.

Hence: securing at order d reduces to securing at order s.

Leads to the secure evaluation methods with complexity O(d*).
Example: securing degree-2 functions is as complex as securing a
multiplication (with ISW scheme).

Efficient (compared to SoA) for small s or n < d*.

*ﬁ SAFRAN
19/21 Emmanuel PROUFF - MORPHO / Journées du GDR-IM 2017 Morpho



Introduction| Security Models| Constructions| [e{clstHRVERNeI ERWN NS TIAARCE]

Conclusions

i_ﬁ/ SAFRAN
20/21 Emmanuel PROUFF - MORPHO / Journées du GDR-IM 2017 Morpho



Introduction| Security Models| Constructions| [e{clstHRVERNeI ERWN NS TIAARCE]

Conclusions

m We need algorithmic countermeasures with formal proof of
resistance.
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m We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.
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Conclusions

m We need algorithmic countermeasures with formal proof of
resistance.

m We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.

m Countermeasures must be efficient AND resistant against
powerful adversaries.
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Conclusions

m We need algorithmic countermeasures with formal proof of
resistance.

m We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.

m Countermeasures must be efficient AND resistant against
powerful adversaries.

m Links with many other rich fields: ECC, MPC, efficient
processing in short characteristic, etc.
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Conclusions

m We need algorithmic countermeasures with formal proof of
resistance.

We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.

m Countermeasures must be efficient AND resistant against
powerful adversaries.

Links with many other rich fields: ECC, MPC, efficient

processing in short characteristic, etc.
Many open issues...
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Conclusions

m We need algorithmic countermeasures with formal proof of
resistance.
We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.
m Countermeasures must be efficient AND resistant against
powerful adversaries.
Links with many other rich fields: ECC, MPC, efficient
processing in short characteristic, etc.
Many open issues...

» Improve proof techniques (automatize them?)
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Conclusions

m We need algorithmic countermeasures with formal proof of
resistance.
We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.
m Countermeasures must be efficient AND resistant against
powerful adversaries.
Links with many other rich fields: ECC, MPC, efficient
processing in short characteristic, etc.
m Many open issues...

» Improve proof techniques (automatize them?)

» Improve existing techniques / adapt them to the SCA context (e.g.

decrease the complexity to securely process the multiplication)
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Conclusions

m We need algorithmic countermeasures with formal proof of
resistance.
We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.
m Countermeasures must be efficient AND resistant against
powerful adversaries.
Links with many other rich fields: ECC, MPC, efficient
processing in short characteristic, etc.
m Many open issues...
» Improve proof techniques (automatize them?)
» Improve existing techniques / adapt them to the SCA context (e.g.
decrease the complexity to securely process the multiplication)
» Reduce the randomness consumption of existing techniques
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We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.
m Countermeasures must be efficient AND resistant against
powerful adversaries.
Links with many other rich fields: ECC, MPC, efficient
processing in short characteristic, etc.
m Many open issues...
» Improve proof techniques (automatize them?)
» Improve existing techniques / adapt them to the SCA context (e.g.
decrease the complexity to securely process the multiplication)
» Reduce the randomness consumption of existing techniques
» Find Efficient Evaluation methods
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Conclusions

m We need algorithmic countermeasures with formal proof of
resistance.
We need formal models fitting the physical reality of devices
AND enabling relatively simple proofs.
m Countermeasures must be efficient AND resistant against
powerful adversaries.
Links with many other rich fields: ECC, MPC, efficient
processing in short characteristic, etc.
m Many open issues...
» Improve proof techniques (automatize them?)
» Improve existing techniques / adapt them to the SCA context (e.g.
decrease the complexity to securely process the multiplication)
» Reduce the randomness consumption of existing techniques
» Find Efficient Evaluation methods
» For TI, find generic constructions secure at order d
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Thank you for your attention!
Questions/Remarks?
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